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(Addressing information security within supplier agreements)
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(Information security for use of cloud services)
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(Planning Cybersecurity and Information Security Continuity)
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ANUNTRNATU ICT LWAANMNABLUBININEGINS (ICT readiness for business continuity)
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(Implementing Cybersecurity and Information Security Continuity)
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(Verify, Review and Evaluate Cybersecurity and Information Security Continuity)
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(Compliance with Personal Data Protection Act and Standards)
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3.38.4) dszianianaisAiuAN
LANANTATLANYBILITEN fevasied]
(1) wlgunewe9LTEN (organization policy)
(2) derinmuansUfjUFReLesLTEN (organization procedure)
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(4) Tunndemnag (letter of engagement)
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(8) UL (drawing)
(9) FuRauUNITL (work instruction)

(10) Wasu (form template)
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Risk Assessment)
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4)  NIMSNITATULARINS (People controls)
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4.5)  ANNTUEATRUMENAINITRUGR VFansilaauLlaIn1sa19U
(Responsibilities after termination or change of employment)
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(Information security event reporting)
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5) NATNIINIIMENIN (Physical controls)
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55)  n5dainuAaAEANAINAINNNLUANLALANINLIARDN

(Protecting against External and Environmental Threats)
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ANNNUALAaAN BRI NE AUNT M5 TN ULaNaIANS (Securty of assets off-premises)
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6) masmMsmamalulag (Technological controls)
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u‘iﬂummsﬁ'\sm{l’aga (Backup Policy)
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6.13.1) msﬁwmfﬁaga (Information Backup)
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6.14.1) danwnsaslduasailnsaliszuranassauwnd (Availability of Information Processing Facilities)
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u‘l:ﬂ‘l_l’lzlﬂ’li‘l.luwﬂ“fl"agﬂﬂ'aﬂ LazN19LHNTE39 (Logging and Monitoring Policy)
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6.15.1) nstufindaygadan uanwuanisal (Event Logging)
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n15LE9299 NNFAALAUDY u,azm'sﬂ%'uﬂ‘gqmiv‘mﬁummszuuLLa::qﬂnszﬁ (Monitoring,
Responding, and Improving Information Security System)
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6.16.1) NIFAAMINNITVIIULRILATRILNUNE (Server Monitor)
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6.17) N1SAIUIRNILUYNADBIASINU (Clock Synchronization)
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uleinamsaruANNsh AR saNs wIsIUszLLLALZMS (Control of Operational Software Policy)
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6.19.1) nsAnmItanmAwLIsseuLlRLFA1S (Installation of Software on Operational Systems)
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ulenaismsanmsanNlupslaannaaaansatng (Network Security Management Policy)
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6.20.1) N1AMFN15LATAUNE (Network Controls)
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6.22) MSLLGLENLATaAE (Segregation in networks)
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o (=3 .
M3IAANFAYIL (Web fittering)
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6.24) u‘iamammmsmwwmaga (Cryptographic Controls Policy)
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6.24.1) m‘fl‘i’mm‘:mst‘ﬁﬁsﬁ’ﬂ‘ﬁ’@ga (Use of Cryptographic Controls)
wlaunanisldunsniadnsiadeya iedesiuasaunadesdinisdninuasUfimais
o 1 1 dl [~ 1 £ % o v v o =® " & Vv ¥ 1 :// dl
1) sWaeiusing < MAvegluszuugudeya azgnidisiald idraessia sondesensiuafidnzestoyaumintium
NTIUINANIUAINAND
o 1 1 lﬂ‘ [~3 1 £ £ o Y U o 3 [ & v U
2) sviannug 7 Mived luszuugudeyadouyana azgnidsiald idnzessiasuimendiafidraedeya
WiNuNNIUITERNLAINATD

3) unnsfude Email lennnisidaldanunisdnsia (Encryption) Tnevinnisidnssianiuaanuaniy

o  a [ vy @ a .
6.25) 'Jg]'an'im'i‘wﬁuu’l'iguuiuum’muumﬂ@ﬂmﬂﬂ (Secure development life cycle)
WaldrnuiuaslasnsedansaumnAlinnseenuuy kazAlln1IAAeA9A3TIRTaIN RN Ineh
1) FR9NNITHUINA1IFNEI AN NN UAIL A8 A LTI T UEI 1IN 89999INIRR U TZLLANTAUNA (Security
embedded into SDLC) Taainuuafianssusmunisiaseyl 29K Lag/mMTadianinsn1sineausiaslaansialuy
WFAZIZely (Phase) 18999ATNTWRNEN T LLAN RN A
v a o v ¥ eI/ [ % d' v 1% v '
2) FRIRNNINNUAANNARINTAN WA NI UAILARAAE1B9TT LU AN RN AN AN TR Lo
2.1) MangageuANgnAestesdayatindi (Input data validation)
WA 1899 UL e uIszuua1saumaliinnsnsaaauaNgniaasdeyaidinin
dl o tﬂl £ q‘/ 1 v = v v U o ¥
Nm9gud i e liduladndeyatinnugnaesasudauneuiidngssuuansaunag
2.2) m@mm@@ummqﬂﬁm‘nmmiﬂi:m@m (Control of internal processing)
ngaudresTiufesimuss LA AN A LRENTATLANNNTYTENIARA ANNNIATTIUY IfNuUR
Watlesiunisudly uazrveulaauwlasdayaansaunaannd il lisueynyie
2.3) N1IAIIRADUANNYNABIIBITRAIIN (Message integrity)
] v £ % o v £ £ dl ]
WU IB4TE UL FRIWRUNTTLLAN AU A IINN1IAIIRa0 LANNYNABITaITa A NN S U luss Uy
A 1 Adl $% 2 ¥ v o Adl o
ANTAUNA WTaTTNINITULASauINA WaliaNsansaaauliddude A usueiiungnees sousis

pauan Wetesiuniaasuudasiseudladancudeyaansauna nadnlilasuennym

2.4) NIATINABUAINYNABILDITRYALAANS (Output data validation)
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ANMNARINITANUANNNUAILRaANEIRILRLNALATY (Application security requirements)
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6.26.1) NIFILATIEURRSNIUNUAAINABINITATUAMNNUAILADANIFITRULNA
(Information Security Requirements Analysis and Specification)
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6.27) A0NUMANTTNUDITEULNNANNNUAILUADANLLAZUANNITIAINTTNTZLU
(Secure system architecture and engineering principles)
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X 4y - o a A . . X . o .
Puiva lirr LA I8N ANANNLNITANe AIeALTaIN19NEIAMNNTUAILanAFENIMNIZAN LAZATNITNARLALASS
ANNERININNGINATBIRIANT 16T
NANN1TAINA1 A9 bA5UN191 MU T F I UFINAUI9ATNI TR UITELL AT UN ATR989ANT (SDLC) Wa e
Usznaudasdsziauiugunsedddfunisiansanlussudranisesnuun 4519 uazmsemuszuuasaung fAsstelilil
1) N9RANLUUTELLASRULNALUNAMNNUALaanNE (Security by design)
NRINsENEANNLALaeAiY AaslAUN1IRANTILAT INUUARILFTIMINTBINI9TEUANARINT TWNNT
WRANTZUUANTaWNA (Requirements Development Phase) waziatiludounilerasnisaanuuussuudansaumnalu
e o o y v A - o da o
Ao TUNIUENANTUS LIRS UANNABINN9TR9IT LA TRUINA AaYdNTRAN LSl R uviTaiuRNNNATNIg
Snenpusivastaanstldilannuaanadasiuausesniilaguulaslliane
2) NFRSFNANARTENINAMNFEIUASNIATNITINHIANNNUASLABAAE (Balance risk and control)
nmsnsinEAnNNuesseniefiden dfesdilssdvEnaninnzaniuaNides Anldany dagdsrasAmnegsnia
wazisz@ninaaasnisldenuscuugsaund Waastulymnadenldauuiamisinmanuduaslsensen liduns
daeasit 1w duseieaiull vsaduwnunniiuanuaiu awin e ldanengeiundndssteminaglasy
3) ANz aN U IENULazN1TUsUIsann1g (Usability and manageability)
nmsnsinmanuaslaeniadeclasuniseanuuulildedrawas didunisesiagldanunnifiull nas
1U3U199AN1IN1AIN19T N AN T AL aaade (K11 N7uA lANNTUFuLAY) Aedlddudauiiuarinaiuauena
Aaldiiadanananm (Human error) lolngsdns
4) M9 lENIRSNI9SNEIANNNUAILRaAAE KA1 (Defense-in-depth)
AR9ENNTINHIRINNST N ANTUAs A At sawmAliuanedy (Multi-layered) InaiasauAqguumsNIg
SnANEUAdLaeAAENINNNEAIW (Physical) kazn19msIne (Logical) Maluseauszuudfiiinig rudeya uatlnain
o G 1 di v o o v d‘ d' o
1 wazszuuiAsedng Walfaruirnnauaendszaruiaznaunuiuls luaifinnnsnislaninsnismiiannau
a A ¥ 1 v
Hananavizagnidnuiiule

5) NNSARANNTUTRN (Simplicity)

' 1
P <A

szunansaumAresldfunseenuuuliaududeuianiign ieanesflszneuilisnilu andefianannd
araiiniu wazanlemalunisgnianilaedlilszacd
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7) nﬂ’iﬂﬂﬂﬂﬂ‘ﬁ"ﬂga (Confidentiality and integrity)
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8) n1sueAu ldulauna (Enforced policy)
N1RTN1IFNEI ANt Rl aendadadlafunireenuuuivetieAuIdulaunanisfn A uTuaslaansie
a1saumA AaenAutuneulfURNU NnsgIu isewwlfURA AU ae A Ninadesesesns
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Uszaan (Design for malicious actor/environment)
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(Security testing in development and acceptance)
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(Separation of development, testing and operational environments)

ANNLIAZBNENMILNNSTRIL Nsnade Lazn1slfEnNg Fealinnsdnrinueaniu ileanadnuiAsaeenis
dnie vitemsuasuasanmusadendwiunsliusmstaelalldsueygym

1) lunawmunszuy Fasdalitinsuanan nundendmiuszundild lunnswmun (Development System)
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6.33.1) MstfaanutaysdnsUNISNARALSEULAISAUNA (Protection of test data)

1) MIEUANARBLITLL UATUUENUINEUIITLIY AaslAfuayiRainidnaesdeya newindeyaluszuy
arsaumeanlitinisasann ldlunimaseussuuatsaume

2) MUIENIUNNARDLTLUY HATUUILINUAW UL FasilasdayanINaL ANNILLUANTAUN AN LFLZNN S
asnewhun ldneasy uazinanadaysansauwmeanldnaaey ndsduganimeasy ellesiudayanauduainszuny
TUIn19a59ia lnassndnamage LIz uLANIa WM A

| = 9 = A P o o A > =
3) WIEUNAUATELL AITAYLIANNISENTATEAaeL TN A NN LA AR A e UWINALSTLLANT AN AT

19iFn19939

6.34) nstasnuszuRITAUNALUENNNNsNAgaUsTULlnadRsIaLlTEIEY
(Protection of information systems during audit testing)
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6.34.1) W1MTN19M5IaUTZLEUTELU (Information Systems Audit Controls)
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